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About ThisDocument
This documenprovides hardware and softwar@nformation of the RobustelR3010Gateway including introduction,
installation, configuration and operation.

Copyrigh© 2019 Guangzhou Robust&lTD
Allrightsreserved.

Trademarks and Permissions

@ r@buste| istrademarkof Guangzhou RobustelD All other trademarks and trade names mentioned in

this document are the property of their respectioa/ners.

Disclaimer

No part of this document may be reproduced in any form without the written permission afdpgright owner.

The contents of this document are subjectdioangewithout notice due to continued progress in methodology,

design and manufacturing. Robustel shall have no liability for any error or damage of any kind resulting from the us
of this document.

Technical Support
Tel:+86:20-29019902
Fax:+86-20-82321505
Email:support@robustel.com
Web: www.robustel.com
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Important Notice

Due to the nature of wireless communications, transmission and reception of data can never be guaranteed. Data
may be delayed, corrupted (i.e., have errors) or be totally lost. Although significant delays or losses of data are rare
when wireless devices sh as the gatewaig used in a normal manner with a welbnstructed network, the

gateway should not be used in situations where failure to transmit or receive data could result in damage of any kin
to the user or any other party, including but not lindtéo personal injury, death, or loss of property. Robustel

accepts no responsibility for damages of any kind resulting from delays or errors in data transmitted or received
using the gateway, or for failure of the gateway to transmit or receive such data.

Safety Precautions
General

The gateway generates radio frequency (RF) power. When using the gatamaynust be taken on safety

issues related to RF interference as well as regulations of RF equipment.

Do not use your gateway in aircraft, hospitals, petrol stations or in places wherecadlimgrproducts is

prohibited.

Be sure that the gateway will not be interfering with nearby equipment. For example: pacemakers or medical

equipment. The antenna ohe gateway should be away from computers, office equipment, home appliance,

etc.

An external antenna must be connected to the gateway for proper operation. Only uses approved antenna with

the gateway. Please contact authorized distributor on finding amagma antenna.

Always keep the antenna with minimum safety distance@®@€ra or more from human body. Do not put the

antenna inside metallic box, containers, etc.

RF exposure statements

1. For mobile devices without elocation (the transmitting antenna isstalled or located more than 20cm
away from the body of user and nearby person)

FCC RF Radiation Exposure Statement

1. This Transmitter must not be docated or operating in conjunction with any other antenna or transmitter.

2. This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled environment.
This equipment should be installed and operated with a minimum distance of 20 centimeters between the
radiator andhumanbody.

Note: Some airlines magyermit the use of cellular phones while the aircraft is on the ground and the door is open.
Gatewaymay be used at this time.

Using theGatewayin Vehicle
Check for any regulation or law authorizing the useelulardevicesn vehicle in your countrydjore installing
the gateway.
The driver or operator of any vehicle should not operate the gateway whiéng
Install the gateway by qualified personnel. Consult your vehicle distributor for any possible interference of
electronic parts by the gateway.
¢KS 31 GSsre aK2dd R 08 O02yyS0GSR (HRotedted &rmB& k et S Qa
PSKAOt SQa FdzaS o02E®
S OFNBT¥dzZ ¢KSy (KS Il dSsl & Aa LReSNBER 068 (0KS @SK
extended period.
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Protecting Your Gateway
To ensure errofree usage, please install and operate your gateway with care. Do remember theifigtlow
Do not expose the gateway to extreme conditions such as high humidity / rain, high temperature, direct sunligh
caustic / harsithemicals, dust, or water.
Do not try to disassemble or modify the gateway. There is no user serviceable part inside and the warranty
would be void.
Do not drop, hit or shake the gateway. Do not use the gateway under extreme vibrating conditions.
Do not pul the antenna or power supply cable. Attach/detach by holding the connector.
Connect the gateway only according to the instruction manual. Failure to do it will void the warranty.
In case of problem, please contact authorized distributor.

RT_UG_R3010_v.150. 29Jan, 2019 4/117
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Federal Commuication Commission Interference Statement

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This
device may not cause harmful interference, and (2) this device must accept any interfeeertad, including
interference that may cause undesired operation.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15
of the FCC Rules. These limits are designed to provide reasonatdetiomo against harmful interference in a

residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio comramscatowever,

there is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and on,
the user isencouraged to try to correct the interference by one of the following measures:

Reorient or relocate the receiving antenna.

Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit different from tt@atvhich the receiver is connected.
Consult the dealer or an experienced radio/TV technician for help.

FCC Caution:
U Any changes or modifications not expressly approved by the party responsible for compliance could void the
user's authority to operate thisquipment.
U This transmitter must not be elmcated or operating in conjunction with any other antenna or transmitter.
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Industry Canada statement

- Thisdevicecomplieswith IndustryCanaddicenseexemptRSStandard(s)Operationis subjectto
the following twoconditions:
1) this device may not cause interferenead
2) thisdevicemustacceptanyinterference,includinginterferencethat maycause
undesired operation of theevice.
- LeprésentappareilestconformeauxCNRJ'IndustrieCanadapplicablesauxappareilsradio
exemptsde licence.L'exploitationestautoriséeauxdeuxconditionssuivantes:
1) [l'appareil ne doit pas produire de brouillags,
2) l'utilisateurdel'appareildoit acceptertout brouillageradioélectriquesubi,mémesile
brouillageest susceptible d'en compromettre fenctionnement.

- Thisdeviceandits antenna(smustnot be co-locatedor operatingin conjunctionwith any
other antenna or transmitter, except tested built radios.

- Cetappareilet sonantennene doiventpasétre situésou fonctionneren conjonctionavecune
autre antenneou un autre émetteur, exceptionfaitesdesradiosintégréesqui ont été testées.

® The County Code Selection feature is disabled for products marketed in ti@ab&ia.
® Lafonctionde sélectionde l'indicatif du paysestdésactivégoour lesproduitscommercialisés
aux EtatsUnis et auCanada.

Radiation Exposur8tatement:

This equipment complies with IC radiation exposure limits set forth for an uncontrolled environment.
This equipmenshouldbeinstalledandoperatedwith minimumdistance20cmbetweenthe radiator&
yourbody.

Déclaration d'exposition auradiations:

Cet equipement est conforme aux limites d'exposition aux rayonnements IC établiasnpour
environnementon contrélé.Cetéquipementdoit étre installéet utilisé avecun minimumde 20cmde
distanceentre lasourcede rayonnementet votre corps.
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Regulatory and Type Approval Information
Table 1:Directives
2013/56/EC | Directive 2011/65/EU of the European Parliament and of the Countd BEbruary2013 @

on the restriction of the use of certain hazardous substances in electrical and
electronic equipment (RoHS)

2012/19/EU | Directive2012/19/EU the European Parliament and of the Council
of 4 July 2012 on waste electrical and electronic equipment (WEEE) ﬁ

Table2{ G yRFNR& 2F (KS aAyAadNBE 2F LyTF2N¥IGA2Y LyRdzGI

SJIT G wSlj dzA NB Y S y éntiatiorF RiNidls for2 €eBain Hazardous Substances in Elect
113632006 |LY F2NXIF A2y -06NB RdzOGaé¢ odwnnc
SJT Gal NJAYy3 F2NJ/ 2yGNRBt 2F t2ftdziazy /| =

113642006 | (200606).

Il O0O2NRAY3 G2 G4KS &/ KAYS&S ! RYAYyAaldN

08 9fSOGNRYAO LYF2N¥IGAZ2Y t NBRdzOGaé¢ o!/t9
Protection Use Period, of this product is 20 years as per the symbol shown here, unless ot
marked. The EPUP is valid only as long as the product is operated within the operating
described in the Hardware Interface Description.
Please sedable 3for an overview of toxic or hazardous substances or elements that migk
contained in product parts in concentrations above the limits defined by SJ/T

Table 3:Toxic orHazardousubstances oHements withDefined ConcentrationLimits

Name of thePart Hazardousubstances

(Pb) (Ho) (Cd) (Cr(Vvl)) | (PBB) (PBDE)
Metal parts o] o] 0 0 o] o]
Circuitmodules X o] 0 0 o] o]
Cables andableassemblies o] o] 0 0 o] o]
Plastic angholymeric parts o] o] 0 0 o] o]
o:

Indicates that this toxic dnazardous substance contained in all of the homogeneous materials for this part is
below the limit requirement in SJ/T113@B06.

X:

Indicates that this toxic or hazardous substance contained in at least one of the homogeneous materials fo
part might exceedhe limit requirement in SJ/T11363006.
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DocumentHistory
Updates between document versions are cumulative. Therefore, the latest document version contains all updates
made to previous versions.

Date Firmware Version| Doc Version ChangeDescription
9July 2018 1.0.0 v.1.0.0 Initial release
24 July, 2018 1.0.0 v.1.0.1 - (Changed the input power to-26 V DC

Added some description of accessories
Revised the description of CAN

Changed the terminal block to connector
8 Aug 2018 1.0.0 v.1.0.2 - Added FCC and IC statements

Revised the description of LED indicators
Add CE certificate information

7 Sept 2018 1.0.0 v.1.0.3 Added the description of USB interface
19 Sept, 2018 1.0.0 v.1.0.4 Added the received certification
29 Jan, 2019 1.0.0 v.1.05 Revisedhe approvals
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Chapter 1 Product Concept

1.1 Key Features

Robustel R3010 is an industrial gateway designed for elevator monitoring and provides fast, reliable and stable

Internet connectivity.

R3010 is a powerful gateway developed from RobustOS, a Robusté¢gelbped and Linukased operating system
which isdesigned to be used in Robustel hardware routers. The RobustOS includes basic networking features and
protocols providing customers with a very good user experience. Meanwhile, Robustel offers a Software
Development Kit (SDK) for partners and customeltmv additional customization by using C, Python or Java. It

also provides rich APPs to meet fragmented I0T market demands.

2G/3G/4G cellular network Support

Support always online and connect according to needs
Various interfacedRS232/CAN/RS485/Consi)SB/Ethernet/FXS
RS485 serial port supports BACnet protocol

Support voice communication

Qupport IPSec, OpenVPN, PPTP, L2TP, GRE, DMVPN
Support Modbus RTU/ASCII converts to TCP

Built-in real time clock, software watchdog

SQupport message, telephone amdboot at regular time

Qupport email and message event alert

RobustOS + SDK + App

Equipped with third party management platform, to realize fiale processing and analysis, fault réiate
warning

Management via SMS/Web/CLI/SNMP/RobustLink Cloud

Robustindustrial design (9 t@6V DC, desktgpvall or DIN rail mounting)

RT_UG_R3010_v.150. 29Jan, 2019 11117
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1.2 Pakage Contents

Before installingyour R3010Gatewayyerify the kit contents as following
Note: The following pictures are for illustration purposes only, not based on their asiage.

1 xRobusteR3010Gateway

1 x2-pin 3.81mm pluggableonnectorfor power

4 x 3pin 3.81mmconnector

1 x Quick Start Guideith download link of other documents or tools
@robusted _

Note: If any of the above items missing odamaged please contacyour Robustekales representative

RT_UG_R3010_v.150. 29Jan, 2019 12/117
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Optional accessorietsoldseparately:
SMA cellulamagnet antenna (3G/4G)

-

Wall mounting kit

35mm DN rail mounting kit

AC/DGoower adapter (12VDC, 1.57; EUUSUK AU plug optional)

Powercable

N

RT_UG_R3010_v.150. 29Jan, 2019
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Serial cable

Audio cable

1.3 Specifications

Cellular Interface

Number of Antenna 2 (MAIN + AUX)

Type of Ports SMA male

SIM slot Number 1(3.0V/1.8V)

Sandards GSM/GPRS/EDGE/WCDMA/HSDPA/HSUPA/HSRASH2ETDSCDMA/CDMA

(CDMA 1X/EVDO)/FDD LTE/TDD LTE

Device Management

Management Web, CL) SNMP v1/v2/v3SMS
RobustLink device management cloud platform
RobusVPN VPNloud platform

LED Indicators
LED Indicators RUN, MODEM, USR, RSS)(PWR
Network port indicator

Voice Interface

Physical Connector 3-pin 3.81lmm connector
Interface type FXS
Interface Standard ITU Q.512 (SLIC), ITU K.20 (overcurrent and overvoltage protection)
Subscriber line interface circuit (SLIC)
Ring voltage 40~90 Vpk configurable
Ring frequency 20~25Hz
Ring waveform sinusoidal
Maximum ringer load 5 ringer equivalence numbers (RENSs)
Onthook voltage (tip/ring) -46~56V
Off-hook current 18~20 mA
Terminating impedance configurable
Other
Number of Ports 1xRS232,1 x CAN1 x Rs185serial port 1 x Consel, 1 x SIM port
RS232 TX, Rx, GND
RT_UG_R3010_v.150. 29Jan, 200 14/117
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CAN H, L,GND

R$485 A (Data+), B (Data GND

Console TX, Rx, GND

Interface 3-pin 3.81mm connector

Type of Ports 2 x SMA femalantenna port (MAIN +AUX)
EthernetPort 2 x 10/100 Mbps (ETHO + ETH1)
Expansion 1 x USB 2.0 host up to 480 Mbps

Software(Basic features of RobustOS)

Network protocols PPP PPPoE TCP UDP DHCP ICMP NAT HTTP HTTPs DNS ARP RIP
OSPF NTP SMTP Telnet VLAN SSH2 IP Passhrough,etc.

VPN tunnel IPse¢cOpenVPNGRE

Firewall DMZ,anti-DoS, Filteéng (IP/Domaimam&MAC address)Port Mapping Access
Control

Management Web, CLI, SMS

Serial port Transparent, TC8ient/Server UDP,
Modbus RTWGateway

Apps of RobustOS

Appcenter L2TP, PPTBMVPN, RobustVPN, DDNS, VRRP, QoS, Captive Portal, WLAN Mul

SNMP, Language, RobustLink
*Request on demand, for more APPs please visit www.robustel.com.

Power Supply and Consumption

Power supply interface 2-pin 3.81mmconnector
Input voltage 91026 VDC
Power consumption 900 mA (MAX) @ 9V, 600 mA (MAX) @ 12V, 400 mA (MAX) @ 26 V
Physical Characteristics
Industry Protection Level IP30
Housing & weight Metal, 300g
Dimension 134mm x 98mm x 32mm
Installation Desktop, wall andIN railmounting
Operation Temperature -40~75C
Soring Temperature -40~85°C
Humidity 5~95%RH
Approvals
Reaulatorv CE. FCC. IC. PTCRB
Carrier AT&T
Environmental RoHS. WEEE
RT_UG_R3010_v.150. 29Jan, 200 15117
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1.4 Dimensions
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1.5 OrderingInformation

Model R301064L

Antenna Number 2

Air Interface GSM/GPRS/EDGE/ HSDPA/HSUPA/HSBRATE
Frequency Bands EU: B1B2/B3/B4/B5B7/B8/B20

4G US: B2/B4/B5/B13/B17

3G HSDPA/HSUPA/HSP2AB1/B2/B5/B8

2G GSM/GPRS/EDGE50/900/1800/1900 MHz

Operating Environment -40 to 75°C/5 to 95% RH
Soring Temperature -40 t1085C
*For more information about 4G frequency bands in different countries, please contaBofustekales representative.
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@ rcbustel

Chapter 2 Hardware hstallation

2.1 LED Indicators

Name Color Status Description
PWR Green On Gateway isunning
RUN Green Blinking ever50ms | Gateway is preparing
Blinking evernf00ms | Gateway starts working
Off Gateway is powered off
MODEM Green Solid Connected tdink successfully
Blinking Connected tolink successfullyand received or
transmitted data
Off Disconnected to link
USRNET Green Solid Sign up successfully and work on the best netwg
Blinking Sgn up to the low grade network
Orf dgn up unsuccessfully or is signing up
USRIPsec Green Solid Connected tdPsecsuccessfully
Orf Dismnnected tolPsec
USROpenVPN | Green Solid Gonnected to OpenVPN successfully
Off Disconnected to OpenVPN
USRGRE Green Solid Gonnected to GRE successfully
Off Disconnected to GRE

RT_UG_R3010_V.150.
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RSSI Green Three lights on High signa{21~3J
Two lights on Medium sgnal(11~20)
One light on Low dgnal(1~10)
Off No signal

RT_UG_R3010_v.150. 29Jan, 2019 18/117
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2.2 PIN Assignment

@ rcbustel

There areconnectorPIN relationship tables on tHeont view of theR3010 as the following figure showed.

Top View

FrontView

XRS4Debug)
PIN | Function | Direction
1 RX Devic&y R3010
2 TX R301@ Device
3 GND --

XIT (FXS)

PIN | Function | Direction
1 RING Devic&y R3010
2 -
3 TIP R301@® Device

Bottom View

XRS1 (RS232 serial port)

XPW(Power supply interfac}i
PIN | Function | Direction
1 V+ Adapte’d R3010
2 V- R301®\ Adapter
XRSZCANSserial port)
PIN | Function | Direction
1 CANH Bidirectional
2 CANL Bidirectional
3 GND -

RT_UG_R3010_v.150.
Confidential

PIN | Function | Direction
RX Devicéy R3010
TX R301® Device
GND -
XRS3 (RS485 serial port)
PIN | Function | Direction
1 GND --
2 A Bidirectional
3 B Bidirectional
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2.3 USBInterface

Top View
USB
Function Operation
Firmware USB interface is used for batch firmware upgrading, but cabeatsed for sending or receiving
upgrade data from slave devices which connected to it. You can insert a USB storage device into th@

USB interface, such as a U disk or a hard disk. If there have a supported configuration file of
R3010 firmware in thislSB storage device, the R3010 router will automatically update the
configuration file or the firmware.

2.4 EthernetPorts

Bottom View

Ethernet Ports

Each Ethernet port has two LED indicators (please check the picture above). The yeliswBpeed indicator and
the green one is Link indicator. There are three status of each indicator. For details please refer to the form be

Indicator Status | Description
) Off 10 Mbps mode.
Speedndicator
On 100 Mbps mode.
Off Connectioris down.
Link Indicator On Connection is up.

Blink Data is being transmitted

RT_UG_R3010_v.150. 29Jan, 2019 201117
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2.5 Insert or RemovesIM Card

Be sure to insert a SIM card before you useghteway

[

SIM Card o

L e SIMCardTray ; "

PushButton ¢

] ] O i’——o SIM Card Slot

Top View

Y

—

Ol WIS

Insert or remove the SIM as shown in the following steps.

i Inserting SIM Card

1. Power off thegateway.

Use gpointed stickto pressthe Push Buttonand thentake out the SIM Carddy.

3. Place the SIM card on the trandinsertthemtotheslouy G Af &2dz KSIF NJ aF ONJ) Ol Ay 3

n

Removing SIM card
1. Power off the gateway.
2. Press the Push Button, atfe tray with SIM card will pop up to be pulled out.

Note:

1. 52y Qi (G2dzOK GKS YSGlFf adaNFIFOS 2F GKS {La OFNR AY
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3. Make sue to disconnect the power source from ygatewaybefore inserting and removing your SIM card.
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2.6 Attach External Antenng SMA Type)

Attachan externalSMAantennato the gatewa@connectorand twisttightly. Make sure the antenna vgithin the
correct frequencyange provided by the ISP and with 50 Ohm impedance
Note: Recommended torque fotighteningis 035N.m.
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2.7 Mount the Gateway

The gatewaygupports desktop, wall and DIN rail mounting.

Wall mounting (measured in mm)
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Use 3 pcs of M3*#lat headPhillips screws to fix the wall mounting kit to the router, and then use 2 pcs of M3
drywall screws to mount the router associated with the wall mounting kit on the wall.
Note: Recommended torque for mounting is 1.0 N.m, and the maximum allowed is 1.2 N.m
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DIN rail sizenieasured irmm)
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Use 3 pcs of M3*6lat head Phillips screws to fix the DIN rail to the gateway, and then hang the DIN rail on the

mountingbracket. It is necessary tthoose a standard bracket.
Note: Recommended torque for mounting is 1.0 N.m, and the maximum allowed is 1.2 N.m.
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2.8 Ground the Gateway

Gateway groundingelps preventthe noiseeffect due to electromagnetic interference (EMDonnecthe gateway to
the site ground wire by the ground screw before powering on.
Note: This product iappropriate to be mounted on a sound grounded device surface, such as a metal panel.

Ground

Bottom View

2.9Connect the Gateway to a Computer

Connect an Ethernet cable BTH®r ETH1at the bottom of the R3010 and connect the other end of the cable to
your computer.
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2.10 Power Supply

R3010Gatewaysupports reverse polarity protection, but always refers to the figure above to connect the power
adapter correctly.
Note: The range of power voltage is 926V DC
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